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ABSTRACT 
This research paper investigates through mixed methods how vulnerable individuals residing in 

the U.S. can actively remove personal data from online platforms to defend against cyber threats. 
Through statutory analysis, manual opt-outs, and third-party removal services, this paper identifies 
realistic tactics and limitations in removing the digital shadow. For instance, kanary’s removal tool only 
operates on iPhone operation system devices. Likewise, manual inputs to remove personal information 
from data broker websites can result in retaliation by data broker websites including psychological 
warfare and reposting of personal information. While free tools offer partial coverage, paid agencies 
like Norton Reputation Defender present the most comprehensive solutions, particularly against non-
compliant data brokers. 



 

 

CONTEXTUALIZATION 
As someone who has informed on one of the FBI’s top 10 most wanted fugitives, along with 

multiple other FBI fugitives, and has attempted suicide because of cyberharassment, I am deeply 
committed to helping our vulnerable protect themselves, their friends, and their families online and 
offline. I understand and feel what it means to be targeted, isolated, and silenced—and I refuse to 
allow it to happen to others. 

One such vulnerability is doxing—malicious publication of one’s confidential information 
online without consent. Doxing can happen through multiple methods, like public record scraping and 
data breaches. Once one has been doxed—it can enable stalking, harassment, identity theft, and 
permanent reputational harm. 

 

An example of a data broker platform not only exposing tens of millions of Americans’ data but also 
leveraging societal pressure to discourage efforts to remove it. 

THESIS 
The significant extent to which an individual residing in the United States of America can remove 

their personal information online to avoid cyberattacks using professional resources and protect 
themselves from individuals attempting to publish said personal information online. While not all data 
can be realistically scrubbed from the internet—a significant amount of information can. 

 



 

 

LEGAL FRAMEWORKS 
Before we can explore methods of removing one’s personal information online, we must define 

and know the legal frameworks that facilitate it. For instance, in California, individuals can remove 
their personal information online with the California Privacy Rights Act (refer to the table below for 
comprehensive details). However, if the person is not in a state that has these protections, their 
information will be more difficult to remove, as not all states have these acts. For ease of reference, 
readers can use keyboard shortcuts (e.g., Ctrl + F) to locate their state within the full list. 

Act title State Jurisdiction Governing Right 
California consumer privacy 

rights act & California privacy 
rights act. 

California “The right to delete personal 
information collected from 
them” and “The right to limit 

the use and disclosure of 
sensitive personal information 

collected about them” (1) 
Connecticut Data Privacy Act 

(  entities only; a) 
Connecticut “As of January 1, 2025, 

businesses covered under the 
CTDPA must honor universal opt 
out preference signals sent by 

Connecticut residents.” (6) 
Colorado Privacy Act Colorado “Under the CPA, Colorado 

residents have the rights 
to:  opt out from the sale of 

their personal data, or use of 
personal data for targeted 

advertising and certain types 
of profiling” (4) 

Delaware Personal Data Privacy 
Act 

Delaware "Residents of this State will 
have the right to know what 

information is being collected 
about them, see the information, 

correct any inaccuracies, or 
request deletion of their 

personal data that is being 
maintained by entities or 

people." (9) 



 

 

Iowa Consumer Data Protection 
Act 

Iowa In sum, you have the Right to 
access applicable personal 

data, delete personal data 
provided by the consumer, and 
obtain a copy of personal data. 

(8) 
Consumer Data Protection Act 

(Effective Jan 1, 2026) 
Indiana “To delete personal data 

provided by or obtained about 
the consumer… To opt out of 

the processing of the 
consumer's personal data for 

purposes of: (A) targeted 
advertising; (B) the sale of 

personal data; or (C) profiling 
in furtherance of decisions 

that produce legal or similarly 
significant effects concerning 

the consumer.” (17) 
Maryland Online Data Privacy 

Act 
Maryland "Require a controller to 

delete personal data provided 
by, or obtained about, the 

consumer unless retention of 
the personal data is required by 

law" (15) 
Minnesota Consumer Data 

Privacy Act 
Minnesota "You have a right to delete 

personal and sensitive 
information that it has 

collected about you." (14) 
Montana Consumer Data Privacy 

Act 
Montana “Delete personal data about 

the consumer" (16) 

Nebraska Data Privacy Act Nebraska “Delete personal data provided 
by or obtained about the 

consumer" (10) 

New Hampshire Privacy Act 
(excluding non-profits) 

New Hampshire “A consumer can opt-out of the 
sale of personal data to third 
parties. The controller must 

provide a process for 
submitting an opt-out request. 

A consumer can also designate a 



 

 

third party to opt-out on his or 
her behalf and can use an opt-

out preference signal” (11) 

New Jersey Data Privacy Act New Jersey "The NJDPL protects the right 
of New Jersey consumers to: 

Confirm whether a controller 
processes their data; Correct 
inaccuracies in their personal 

data; Delete their personal 
data; Say "no" to (opt out of) a 

controller selling their 
personal data or using their 
personal data for targeted 

advertising and some types of 
profiling (for example, 

profiling to determine whether 
a consumer should receive a 

loan or mortgage, a job offer, 
or an insurance policy)." (12) 

Oregon Consumer Privacy Act Oregon "You can Opt-out (say “no”) to a 
business selling, profiling, and 
using targeted advertising with 
your personal information… You 

can know what information a 
business has collected about 
you... You can delete personal 

and sensitive information 
businesses have about you.” (2) 

Tennessee Information 
Protection Act 

Tennessee "Delete personal information 
provided by or obtained about 

the consumer. A business is not 
required to delete information 

that it maintains or uses as 
aggregate or de-identified data, 

provided that such data in the 
possession of the business is 

not linked to a specific 
consumer." (13) 

Texas Data Privacy and Security 
Act 

Texas “Right to delete personal data 
provided by or obtained about 

the consumer” (3) 



 

 

Consumer Data Protection Act Virginia "To delete personal data 
provided by or obtained about 

the consumer" (5) 
Utah Consumer Privacy Act 

(Large entities only; b) 
Utah “You have the right to confirm 

whether a business is 
processing your personal data. 
If a business is processing your 

data, you have the right to 
access that data and request it 
be deleted. You can also obtain 

a copy of the data you 
previously provided to the 

business” (7) 
 

A: “The CTDPA applies to people who conduct business in Connecticut or who produce products or 
services targeted to Connecticut residents and that, during the prior calendar year, controlled or 
processed the personal data of: 

o at least 100,000 consumers; or 

o 25,000 or more consumers and derived over 25% of gross revenue from the sale of personal 
data. 

However, the CTDPA applies to all Consumer Health Data Controllers who do business in 
Connecticut, regardless of their size or the nature of their data processing activities (see below 
section regarding Consumer Health Data Controllers). 

The CTDPA also applies to service providers (called “processors”) that maintain or provide 
services involving personal data on behalf of covered businesses.” (6) 

B: “These controllers and processors must: Have an annual revenue of $25,000,000 or more and 
either Control or process personal data of 100,000 or more consumers during a calendar year, OR 
Derive over 50% of their gross revenue from the sale of personal data and control or process 
personal data of 25,000 or more consumers” (7) 

C: “This chapter applies to a person conducting business in the state or producing products or 
services that are targeted to consumers who are residents of the state and that during a calendar 
year does either of the following: 
    a. Controls or processes personal data of at least one hundred thousand consumers. 
    b. Controls or processes personal data of at least twenty-five thousand consumers and derives over 
fifty percent of gross revenue from the sale of personal data.” (8) 



 

 

 

METHODOLOGY 
This research paper will employ a mixed-method approach to determine the extent to which a 

person can remove their information online. For this research, “personal information” is defined as 
data that can be linked to an individual, including but not limited to full name, residential address, 
telephone number, date of birth, email address, and biometric identifiers. 

This study examines only data that is freely accessible to the public without circumvention of 
authentication measures and stored inside U.S.-based online platforms or databases. Information 
exclusively held in private is excluded from the scope. Due to a lack of funding, this study will not 
evaluate whether gratis remover agencies work independently and rely on personal testimonies to 
evaluate the effectiveness of how well they work. 

 

GRATIS REMOVER AGENCIES 
Within the United States, multiple gratis removal agencies exist that facilitate individuals to 

delete their personal information online. For instance, Google allows a person to remove their 
personal information from search results (18), which can be very helpful, since instead of removing it 
from data brokers' websites themselves, their page is removed from Google’s indexing. This method is 
useful in cases where amateur cyberattacks use Google Chrome for their work and are unsure where 
to look for their information. 

Likewise, this is helpful for removing government data points (i.e. voting records) from 
Google’s search engine index. However, this method has significant limitations. For starters, the 
scenario applies narrowly and doesn’t account for targeted searches within data broker platforms 
or searches on alternate search engines or directly on data broker platforms, which would render 
this approach ineffective. 

Given Google’s limitations, one might next consider manually opting out of data broker 
platforms directly, which may work. However, manually removing data from over 200 (20) data broker 



 

 

websites is realistically impossible. This also does not account for retaliation by infamous data 
brokers, including psychological warfare (refer to the first image of this paper), deliberately 
ignoring takedown requests, and reposting personal information. This would require legal takedowns, 
undermining the idea of a gratis remover agency. (19) 

Given these constraints, one might then consider automated services as a more viable solution, 
including Kanary. Along with automatically submitting takedown requests to data brokers, it is 
straightforward to complete, making it accessible to a broad range of individuals. However, a 
paramount limitation of this service is that it currently only operates on iOS devices (21) and covers a 
relatively small set of data brokers, rendering it ineffective against skilled cyberattackers who 
maintain a comprehensive list of broker websites. Furthermore, Kanary does not account for brokers 
that deliberately ignore takedown requests, leaving a significant portion of personal information 
potentially exposed. 

In sum, while Google indeed offers one quick and free solution for narrow scenarios, and 
Kanary provides automation for a broad audience yet only famous data brokers, neither approach fully 
addresses the grand scale or persistence of the threat posed by determined cyberattackers. This gap, 
defined by insufficient coverage and retaliatory broker behavior, leaves non-gratis remover agencies 
as the only remaining path to a proper approach to personal information removal, which will be 
examined in my following section. 
 
 

Proposed Solution Easy to Use Covers Many Data 
Brokers 

Works Against 
Retaliation 

Google Personal Info 
Removal ✔ - (In specific cases) - (In specific cases) 

Manual Opt-Out from 
Data Brokers ✘ ✔ ✔ 

Automated Service 
(Kanary) ✔ - (In specific cases) - (In specific cases) 

 



 

 

NON-GRATIS REMOVER 
AGENCIES 

Contrasting to gratis remover agencies, non-gratis remover agencies offer services that 
provide more comprehensive solutions that tackle the challenges that free tools cannot fully 
address—including dealing with retaliatory data brokers and covering a broader range of platforms. 
As there are multiple paid comprehensive solutions available, we will focus on one objective “best” 
option based on six candidates. Refer to the table below for all candidates and the criteria used to 
evaluate which is “best.” 

Proposed Solution Cost Easy to Use Covers Many 
Data Brokers 

Works Against 
Retaliation 

BrandYourself 
Consultation 

required ✔ ✔ ✔ 

DeleteMe $209.00 per 
2 years ✔ ✔ ✔ 

Incogni 
Multiple 

tiers ✔ ✔ ✔ 

Norton: Reputation 
Defender 

Consultation 
required ✔ 

✔✔✔ (most 
coverage) ✔ 

OneRep 
$8.33 per 

month ✔ ✔ ✔ 

PrivacyDuck $15.75 per 
month ✔ ✔ ✔ 

Uses citations 22-27 for factors like pricing, coverage, etc. 

In sum, objectively from the table, Norton’s reputation defender is objectively the “best.” 
Indeed, while it requires a consultation, it is easy to use, covers many data brokers, works against 
retaliatory companies, and offers additional services based on the purchased tier. 



 

 

CONCLUSION 
The extent to which a vulnerable individual can remove their information online is contingent 

on the resources they use; Multiple gratis agencies exist; however, they are limited and risk being 
subject to retaliation by data broker agencies via the reposting of their personal information. On the 
other hand, non-gratis agencies are more thorough and offer more comprehensive features. For 
example, Norton’s reputation defender offers one on one counseling concerning their information. 
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