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ABSTRACT

THE EMERGENCE OF GENERATIVE ARTIFICIAL INTELLIGENCE HAS TRANSFORMED ONLINE SEXUAL ABUSE,
FACILITATING THE CREATION OF NON-CONSENSUAL SEXUAL CONTENT WITH EXTREME SPEED AND REALISM. THROUGH
THREE CASE STUDIES—BLAIRE (QTCINDERELLA), ELLISTON BERRY, AND ELIJAH HEACOCK—THIS RESEARCH PAPER
DEFINES THE ARTIFICIAL SEXTORTION ABUSE ECOSYSTEM, FROM INITIAL EXPOSURE TO COERCION AND DISTRIBUTION,



AND ITS PROFOUND PSYCHOLOGICAL CONSEQUENCES, RANGING FROM ANXIETY AND BODY DYSMORPHIA TO, IN EXTREME
CASES, SUICIDE. LIKEWISE, THIS RESEARCH PAPER HELPS ERASE ARTIFICIAL SEXTORTION, THROUGH METHODS
INCLUDING DIGITAL FOOTPRINT HEALTH AND REPORTING MECHANISMS.

CONTEXTUALIZATION

INRECENT YEARS, THE RAPID PROLIFERATION OF GENERATIVE ARTIFICIAL INTELLIGENCE HAS FACILITATED
UNPRECEDENTED AND REALISTIC CAPABILITIES IN IMAGE SYNTHESIS, TEXT GENERATION, AND VOICE
CREATION/REPLICATION. INDEED, WHILE THESE ADVANCEMENTS HAVE BOOSTED PRODUCTIVITY AND INNOVATION
WORLDWIDE, GENERATIVE ARTIFICIAL INTELLIGENCE HAS INTRODUCED NEW AREAS FOR EXPLOITATION — MOST
NOTABLY, ARTIFICIAL SEXTORTION. THIS FORM OF SEXUAL ABUSE CONCERNS THE CREATION OF SEXUAL DIGITAL
CONTENT OF AN INDIVIDUAL WITHOUT THEIR CONSENT, WITH THE USE OF ARTIFICIAL INTELLIGENCE, WITH THE
MOTIVATION OFTEN BEING TO BLACKMAIL, COERCE, OR PUBLICLY SHAME INDIVIDUALS. IN CONTRAST TO TRADITIONAL
SEXTORTION, WHICH RELIES ON PERSON-GENERATED MATERIALS, ARTIFICIAL SEXTORTION THRIVES ON THE KEY FACT
THAT ONE DOES NOT HAVE TO UNDRESS TO BECOME A VICTIM. AND THERE HAVE ALREADY BEEN TENS OF THOUSANDS OF
VICTIMS IN 2023 ALONE (1.

AS SOMEONE WHO HAS INFORMED ON ONE OF THE FBI’S TOP 10 MOST WANTED FUGITIVES, ALONG WITH
MULTIPLE OTHER FBI FUGITIVES, AND HAS ATTEMPTED SUICIDE BECAUSE OF CYBERHARASSMENT, | WILL REITERATE
THAT | AM COMMITTED TO HELPING OUR VULNERABLE PROTECT THEMSELVES, THEIR FRIENDS, AND THEIR FAMILIES
ONLINE AND OFFLINE; | UNDERSTAND AND FEEL WHAT IT MEANS TO BE TARGETED, ISOLATED, AND SILENCED—AND |
REFUSE TO ALLOW IT TO HAPPEN TO OTHERS. IN THIS SECOND PAPER, | WILL ADDRESS THIS TOPIC, ALONG WITH GIVING
TIPS ON HOW TO ERASE ARTIFICIAL SEXTORTION — VICTIMS DO NOT HAVE TO GO THROUGH THIS TOPIC ALONE; VICTIMS
CAN BE OF ANY SEX, EVEN THOUGH SOME OF MY SOURCES FRAME THE ISSUE PRIMARILY AS AFFECTING WOMEN — AN
ASSUMPTION THAT RISKS OBSCURING THE FULL SCOPE OF THE PROBLEM.

THESIS

THE ALARMING EXTENT TO WHICH GENERATIVE ARTIFICIAL INTELLIGENCE FACILITATES UNCONSENSUAL SEXUAL
CONTENT CREATION DEMONSTRATES NOT ONLY A FUNDAMENTAL SHIFT IN THE MECHANICS OF SEXTORTION BUT ALSO
EXPOSES CRITICAL GAPS IN EXISTING PRIVACY LAWS AND VICTIM PROTECTIONS. FORTUNATELY, FEDERAL REGULATIONS



NOW EXIST FOR REPORTING SUCH INCIDENTS, AND CURRENT FRAMEWORKS OFFER MEANINGFUL PATHWAYS FOR
REMOVAL. FURTHERMORE, THIS PROBLEM DOES NOT ONLY AFFECT WOMEN.

ABUSE ECOSYSTEM

THE ABUSE ECOSYSTEM CONCERNING ARTIFICIAL INTELLIGENCE—BASED SEXTORTION IS NOT A SINGLE-STEP
ACT, BUT RATHER A SEQUENCE OF STAGES THAT FACILITATE EXPLOITATION TO BEGIN, ESCALATE, AND PERSIST.

VICTIM EXPOSURE

THE PROCESS OFTEN BEGINS WITH VICTIM EXPOSURE, WHERE A TARGET'S FACE OR BODY PICTURE IS OBTAINED FROM
SOCIAL MEDIA PROFILES, LIVESTREAMS, OLD PERSONAL BLOGS, OR COMPROMISED CLOUD STORAGE. SOMETIMES THIS
HAPPENS THROUGH A VULNERABILITY IN PRIVACY SETTINGS OR THROUGH LEAKED IMAGES. ALL SUSPECTS HAVE
MOTIVES, INCLUDING VENDETTAS, HARASSMENT, BIAS, OR CYBERTERRORIST GOALS. (2)

IMAGE CREATION

ONCE SOURCE IMAGES OF THE VICTIM ARE IN HAND, SUSPECTS USE GENERATIVE ARTIFICIAL INTELLIGENCE TOOLS TO
NUDIFY THE VICTIM OR EVEN CREATE ENTIRELY ARTIFICIALLY GENERATED SCENES. THIS CAN BE DONE IN MINUTES, AND
AT SCALE AT MINIMAL COST.

COERCION

LIKEWISE, FOR MANY CASES, THESE ARTIFICIALLY GENERATED CONTENTS BECOME A BASIS FOR COERCION. SUSPECTS
MAY THREATEN TO SHARE THEM PUBLICLY UNLESS THEIR VICTIM COMPLIES WITH THEIR DEMANDS FOR MONEY, ACTUAL
EXPLICIT MATERIAL, OR OTHER CONCESSIONS. SOMETIMES, THESE THREATS ARE CALCULATED TO CAUSE OPTIMAL
SOCIAL AND/OR PSYCHOLOGICAL DAMAGE. (2)

IMAGE DISTRIBUTION

REGARDLESS OF WHETHER COERCION OCCURS, THE IMAGERY SOMETIMES ENTERS A DISTRIBUTION PHASE, THIS CAN BE
FOR MANY REASONS, RANGING FROM DEMANDS NOT BEING MET TO A BETRAYAL ON THE SUSPECT’S BEHALF. THE
CONTENT MAY BE UPLOADED ONLINE TO DEDICATED SEXTORTION SITES, ANONYMOUS IMAGE BOARDS, ENCRYPTED
MESSAGING CHANNELS, OR EVEN MAINSTREAM SOCIAL MEDIA PLATFORMS. (2)

SECONDARY COERCION

FOR OTHER CASES, SECONDARY COERCION OCCURS AFTER THE IMAGE IS DISTRIBUTED. SECONDARY COERCION



FOLLOWS THE SAME STRUCTURE AS COERCION BUT WITH THE ADDED PRESSURE THAT THE ARTIFICIALLY GENERATED
IMAGE IS PUBLISHED.

CYCLE REPETITION

IN'SOME CASES, THIS MAY NOT HAPPEN DUE TO VARIOUS REASONS, LIKE THE SUSPECT BEING APPREHENDED OR LOSING
INTEREST. HOWEVER, THE CYCLE MAY REPEAT DUE TO FACTORS LIKE SUSPECT INTEREST IN HARASSING THE VICTIM,
RECEIVING GREATER CONCESSIONS LIKE FINANCES, OR EVEN MAKING THE VICTIM COMMIT SUICIDE. (3)

CYCLE VICTIM
REPETITION* EXPOSURE

SECONDARY IMAGE

COERCION* CREATION

IMAGE
DISTRIUTION*

*INDEED, WHILE COERCION IS A COMMON ELEMENT IN ARTIFICIAL INTELLIGENCE-BASED SEXTORTION, CASES DO
NOT ALWAYS FOLLOW THE SAME PATTERN; THIS IS A ROUGH CYCLE OF A HIGHLY COMPLEX TOPIC. IN SOME INCIDENTS, A
VICTIM MAY BE TARGETED ONLY ONCE RATHER THAN THROUGH REPEATED CONTACT.

LEGAL FRAMEWORKS

INCREDIBLY, CONTRASTING TO THE PREVIOUS PAPER OF THIS SERIES, ERASING THE DIGITAL SHADOWS,
FEDERAL FRAMEWORKS, OF WHICH ARE HIGHLY RECENT, NOW EXIST. UNTIL MAY 2025, NO U.S. FEDERAL LAW EXPLICITLY
ADDRESSED NON-CONSENSUAL Al-GENERATED SEXUAL CONTENT. VICTIMS SUCH AS BLAIRE AND ELLISTON BERRY (WHO
WILL BE DISCUSSED LATER IN THIS PAPER), WERE LEFT RELYING ON INCONSISTENT STATE STATUTES OF



CYBERHARASSMENT AND PLATFORM DISCRETION, OFTEN WITH MINIMAL RESULTS. IN ADDITION TO REQUIRING
INDIVIDUALS AND COMPANIES ALIKE TO TAKE DOWN ARTIFICIALLY GENERATED SEXTORTION CONTENT WITHIN 48 HOURS
(BACKED BY THE FEDERAL TRADE COMMISSION), THE TAKE IT DOWN ACT ALSO PENALIZES INDIVIDUALS WHO CREATE
SAID CONTENT, WITH UP TO THREE YEARS FOR CONTENT AFFECTING MINORS, AND TWO YEARS FOR CONTENT AFFECTING
ADULTS (12). BY EMBEDDING BOTH ENFORCEMENT THROUGH THE FTC AND CRIMINAL PENALTIES THROUGH COURTS, THE
TAKE IT DOWN ACT REPRESENTS THE FIRST COMPREHENSIVE FEDERAL FRAMEWORK AGAINST ARTIFICIAL SEXTORTION.

APPLICABLE CASE STUDY

CASE STUDY |: BLAIRE (QTCINDERELLA), 2023

ONE CASE THAT RELATES TO THIS ABUSE ECOSYSTEM IS THAT OF BLAIRE. ALSO KNOWN AS “QTCINDERELLA"
ONLINE, SHE IS A LIVE STREAMER WHO STREAMS GAMING AND ESPORTS RELATED EVENTS. SHE IS RECOGNIZED FOR CO-
FOUNDING THE STREAMER AWARDS AND MAINTAINING A LARGE AUDIENCE ON YOUTUBE AND TWITCH. IN OR AROUND
2022, A MALICIOUS ACTOR HAD POSTED ARTIFICIALLY GENERATED SEXUAL CONTENT OF BLAIRE, MOTIVATED TO
GENERATE REVENUE BASED OFF THE CONTENT (4); SHE DID NOT POST PHOTOS OF HERSELF IN A SEXUALLY EXPLICIT
MANNER, ILLUSTRATING THE FUNDAMENTAL SHIFT WITH ARTIFICIALLY GENERATED CONTENT. WHEN BLAIRE ATTEMPTED
TO TAKE DOWN THE CONTENT, IT DID NOT WORK AND CONTINUED TO CIRCULATE ACROSS THE INTERNET. AND LEGALLY,
SHE WAS UNABLE TO ACT DUE TO A LACK OF EXISTING FEDERAL LEGAL FRAMEWORKS THEN (5), WHICH MIRRORS POOR
LEGAL FRAMEWORKS AIMED AT RESPONDING TO ARTIFICIAL SEXTORTION AND ITS BROADER THEMES OF SEXUAL ABUSE.

WITH THAT SAID, BLAIRE’S CASE REFLECTS AN EXAMPLE OF ARTIFICIAL SEXTORTION ATTACKING PERSONAL
IDENTITY; WHEN BLAIRE DISCOVERED THIS CONTENT — IT TOOK A TOLL ON HER PSYCHOLOGICALLY AND HAD REPORTED
EXPERIENCING DYSMORPHIA BECAUSE OF THIS INCIDENT (4), ILLUSTRATING HOW THIS FORM OF SEXUAL ABUSE DOES
NOT MERELY HUMILIATE BUT CAN TRAUMATIZE ONE’S RELATIONSHIP WITH THEIR SELF-IMAGE. FURTHERMORE, THIS IS
CONSISTENT WITH MIRRORING THE ARTIFICIAL SEXTORTION ABUSE ECOSYSTEM: ONCE IMAGES ARE DISTRIBUTED, THE
HARM CONTINUES REGARDLESS OF WHETHER COERCION OCCURS; IN BLAIRE’S CASE, THE PSYCHOLOGICAL TRAUMA
STEMMED NOT FROM REPEATED EXTORTION DEMANDS BUT FROM THE ENDURING EXISTENCE OF NON-CONSENSUAL
CONTENT IN CIRCULATION, ULTIMATELY CIRCLING BACK TO ARTIFICIAL SEXUAL ABUSE ATTACKING PERSONAL IDENTITY.

ALTHOUGH BLAIRE'S CASE DOES NOT INVOLVE SEXTORTION PER SE, THE THEMES OF SEXUAL ABUSE REMAIN
APPLICABLE AND SUPPORT THE BROADER THESIS OF THIS PAPER.



CASE STUDY 2: ELLISTON BERRY, 2023

IN A SIMILAR CASE THAT DID NOT DIRECTLY HAVE ARTIFICIAL SEXTORTION YET HAD ARTIFICIAL INTELLIGENCE
DRIVEN SEXUAL ABUSE, ELLISTON BERRY HAD SEXUAL CONTENT GENERATED OF HER BY SUSPECTS AND HAD SUFFERED
FROM THE OFFENDING PARTIES RECEIVING MINIMAL SANCTIONS. ON OCTOBER 2, 2023, REPORTS SURFACED FROM A
FRIEND OF HERS THAT IMAGES OF HERSELF HAD BEEN CIRCULATED ACROSS SOCIAL MEDIA PLATFORMS AND PRIVATE
MESSAGING CHANNELS WITHOUT HER CONSENT (8). DESPITE THE CLEAR VIOLATION OF PRIVACY, THE GRAVE HARM TO
BERRY’S REPUTATION (THIS CIRCULATED THROUGHOUT HER ENTIRE SCHOOL (7)), AND MULTIPLE EFFORTS TO GET
SNAPCHAT TO REMOVE THE PHOTOS, SNAPCHAT DID NOT REMOVE THE PHOTOS UNTIL MONTHS LATER. LIKEWISE,
AUTHORITIES ISSUED RELATIVELY MINOR SANCTIONS TO THE SUSPECT (6), HIGHLIGHTING PERSISTENT GAPS IN LEGAL
FRAMEWORKS DESIGNED TO ADDRESS THESE KINDS OF CASES, AS MENTIONED IN CASE STUDY ONE.

PSYCHOLOGICALLY, SIMILARLY TO BLAIRE, BERRY REPORTED SIGNIFICANT DISTRESS, INCLUDING ANXIETY AND
HYPERVIGILANCE BECAUSE OF THE PERSISTENT CIRCULATION OF THESE IMAGES (6), REFLECTING AN EXAMPLE OF THE
Al ABUSE ECOSYSTEM: HARM IS NOT CONTINGENT ON REPEATED EXTORTION OR COERCION BUT ARISES FROM THE
ENDURING EXISTENCE AND VISIBILITY OF NON-CONSENSUAL CONTENT. BERRY’S EXPERIENCE MIRRORS ASPECTS OF
BLAIRE’S CASE IN THAT THE LEGAL SYSTEM WAS NOT FULLY EQUIPPED TO PROVIDE ADEQUATE REMEDIES, AND THE
VICTIM’S PERSONAL IDENTITY AND SENSE OF SECURITY WERE MATERIALLY AFFECTED. HOWEVER, THANKS TO BLAIRE’S
ACTIVISM, THE “TAKE IT DOWN ACT” WAS FACILITATED AND PASSED, REFLECTING AN EXAMPLE OF SYSTEMS THAT ARE
NOW IN PLACE TO ADDRESS FUTURE CASES.

ALTHOUGH BERRY'S CASE DOES NOT INVOLVE SEXTORTION PER SE, THE THEMES OF SEXUAL ABUSE REMAIN
APPLICABLE AND SUPPORT THE BROADER THESIS OF THIS PAPER.

CASE STUDY 3: ELIJAH HEACOCK, 2025

HOWEVER, ELIJAH HEACOCK WAS NOT AS FORTUNATE AS ELLISTON BERRY. UNLIKE THE PREVIOUS TWO CASES,
THIS WAS A DIRECT CASE OF ARTIFICIAL SEXTORTION. IN FEBRUARY 2025, HEACOCK, A 16-YEAR-OLD KENTUCKY
TEENAGER, WAS TARGETED BY MULTIPLE SUSPECTS WHO USED GENERATIVE ARTIFICIAL INTELLIGENCE TO CREATE
EXPLICIT IMAGES OF HIM AND THEN THREATENED TO RELEASE THEM UNLESS HE COMPLIED WITH DEMANDS. REPORTS
INDICATE THAT THE PERPETRATORS COERCED HIM WITH THREATS, PUSHING FOR BOTH MONETARY CONCESSIONS
(83,0000 (9). IN CONTRAST TO BLAIRE OR BERRY, WHO ENDURED THE LASTING CIRCULATION OF CONTENT WITHOUT THE
ELEMENT OF EXTORTION, HEACOCK EXPERIENCED THE DIRECT CYCLE OF THE ABUSE ECOSYSTEM — FROM VICTIM
EXPOSURE TO IMAGE CREATION, TO COERCION. TRAGICALLY, HEACOCK’S CASE ENDED IN HIS SUICIDE (9). HIS DEATH
REFLECTS OF THE MOST DEVASTATING CONSEQUENCE OF ARTIFICIAL SEXTORTION: THAT PSYCHOLOGICAL DAMAGE AND
COERCION CAN OVERWHELM VICTIMS, AND RESULT IN THEIR SUICIDE. WHEREAS BLAIRE AND BERRY’S EXPERIENCES
HIGHLIGHTED GAPS IN THE LEGAL SYSTEM AND THE ENDURING HARM OF NON-CONSENSUAL CONTENT, HEACOCK’S CASE



DEMONSTRATES HOW ARTIFICIAL SEXTORTION CAN ESCALATE FATALLY, WEAPONIZING SHAME AND FEAR TO THE POINT
OF DESTROYING A VICTIM’S LIFE.

THIS CASE TIES DIRECTLY TO THE THESIS THAT GENERATIVE ARTIFICIAL INTELLIGENCE HAS FUNDAMENTALLY
ALTERED THE MECHANICS OF ONLINE SEXUAL ABUSE WHILE EXPOSING CRITICAL SHORTCOMINGS IN LEGAL
FRAMEWORKS AND VICTIM PROTECTIONS AT THE TIME; HEACOCK DID NOT HAVE TO UNDRESS TO BECOME A VICTIM OF
ARTIFICIAL SEXTORTION. HEACOCK’S EXPERIENCE EXEMPLIFIES THE ABSENCE OF ROBUST LEGAL AND INSTITUTIONAL
SAFEGUARDS — NOT ONLY WAS HE UNABLE TO RELY ON EFFECTIVE TAKEDOWN MECHANISMS OR LEGAL RECOURSE, BUT
THE CYCLE OF COERCION PROGRESSED UNCHECKED UNTIL IT ENDED WITH IRREVERSIBLE CONSEQUENCES. HIS CASE
ILLUSTRATES THE URGENCY OF STRENGTHENING FEDERAL FRAMEWORKS, EXPANDING VICTIM RESOURCES, AND
ADDRESSING PSYCHOLOGICAL HARM AS A CENTRAL ELEMENT OF ARTIFICIAL SEXTORTION POLICY. HOWEVER, IT IS
PARAMOUNT TO NOTE THAT THE TAKE IT DOWN ACT WAS SIGNED IN MAY 2025, SEVERAL MONTHS AFTER HEACOCK’S
SUICIDE IN FEBRUARY 2025. THEREFORE, ASSUMING THIS LAW COULD HAVE PREVENTED HIS DEATH RISKS
OVERSIMPLIFYING THE SYSTEMIC FAILURES THAT LEFT HIM VULNERABLE.

CASE STUDY TABLE

IN'SUM, HERE IS THE TABLE COMPARING EACH CASE WITH ITS OUTCOME, LAW INVOKED, AND POLICY IMPACT.

CASE | PERPETRATOROUTCOME  LAW INVOKED POLICY IMPACT
MINIMAL SANCTIONS: WEBSITE RAISED CONCERNS AND ADVOCACY
aeq TAKEN DOWN, YET NO CRIMINAL - FOR STRICTER REGULATIONS
CHARGES LEVIED AGAINST CONCERNING ARTIFICIALLY
SUSPECT. GENERATED ABUSE.
DIRECT ADVOCATE FOR PRESIDENT
S DONALD JOHN TRUMP AND
T MINIMAL SANCTIONS; Harassmewy | RESPECTIVE LAWMAKERS TO SIGN
PROBATION. oTaTuTES | THE TAKE IT DOWN ACT; IN OTHER

WORDS, THIS CASE FACILITATED THE
TAKE IT DOWN ACT.

RAISED CONCERNS AND ADVOCACY
FOR STRICTER REGULATIONS
CASE3 NONE KNOWN. N/A CONCERNING ARTIFICIAL
SEXTORTION AND ITS BROADER
THEME IN KENTUCKY.




PSYCHOLOGICAL IMPACT

NEVERTHELESS, THE PSYCHOLOGICAL IMPACT THAT ARTIFICIAL SEXTORTION CAN HAVE ON VICTIMS IS
PROFOUND. BEYOND REPUTATIONAL OR CONCESSIONAL LOSSES, THIS FORM OF ABUSE STRIKES AT A VICTIM'S CORE
SELF-SENSE. AS REPORTED IN THE CASE STUDIES, VICTIMS OFTEN REPORT FEELINGS OF SHAME, HUMILIATION,
HYPERVIGILANCE, AND SOCIAL WITHDRAWAL, AS THEIR PERSONAL IDENTITY BECOMES ENTANGLED WITH NON-
CONSENSUAL CONTENT CIRCULATING ONLINE. IN SOME CASES, IT LEADS TO LONG-TERM TRAUMA, INCLUDING BODY
DYSMORPHIA, AS MENTIONED WITH BLAIRE. FURTHERMORE, THE PSYCHOLOGICAL IMPACT IT CAN HAVE ON ONE IS
SUICIDAL IDEATION, AS REFERENCED IN HEACOCK’S CASE.

BODY

DYSMORPHIA
» B » [ »

DEPRESSION

HIERARCHY OF PSYCHOLOGICAL IMPACT FROM ARTIFICIAL SEXTORTION

Al SEXTORTION PREVENTION

FORTUNATELY, THERE ARE INDEED WAYS TO MITIGATE ARTIFICIAL SEXTORTION. FIRSTLY, ONE THING THAT ONE
CAN DO IS TO MONITOR ALL PRIVACY SETTINGS ACROSS ALL OF ONE’S DEVICES AND APPS (10), AND LIMIT WHO CAN SEE
ONE’S PERSONAL PHOTOS (PERSONAL PHOTOS MAKE ARTIFICIAL SEXTORTION EASIER). FURTHERMORE, SECURE
ACCOUNTS USING APPROPRIATE TWO FACTOR AUTHENTICATION, PRACTICING CYBERPRIVACY (NOT SHARING
PASSWORDS) AND USING STRONG PASSWORDS, WHILST LIMITING SHARING OF PERSONAL DATA. LIKEWISE, ENSURE ALL
DEVICES ARE REGULARLY UPDATED TO AVOID SECURITY VULNERABILITIES AND AVOID CLICKING ON MALICIOUS-LIKE
HYPERLINKS OR APPLICATIONS.

HOWEVER, IN THE WORST-CASE SCENARIO THAT ONE DOES GET SEXTORTED, DO NOT DELETE MESSAGES AND
GRAPH ALL CONTENT. COMING FROM PERSONAL EXPERIENCE, HAVING A PAPER TRAIL OF EVIDENCE MAKES REPORTING
TO LAW ENFORCEMENT EASIER (i1). FURTHERMORE, CREATE A COMPLAINT AT THE URL HTTPS://COMPLAINT.IC3.GOV,
ENSURING TO COMPILE ALL GRAPHS AND ALL INFORMATION ONE CAN FIND ON THE SUSPECT. AN INDIVIDUAL SHOULD NOT
RESPOND, ENTERTAIN, OR NEGOTIATE WITH THE SUSPECT. LIKEWISE, OFFER SUPPORT AND RESOURCES TO THE
GREATEST EXTENT TO ONE WHO ARE VICTIMS — AND ENCOURAGE THEM TO COME OUT — VICTIMS WILL NOT GET IN



https://complaint.ic3.gov/

TROUBLE FOR COMING OUT AND REPORTING THEIR SEXUAL ABUSE. INDEED, WHILE NO SINGLE STRATEGY CAN ELIMINATE
ARTIFICIAL SEXTORTION AND ITS EFFECTS COMPLETELY, COMBINING INDIVIDUAL VIGILANCE AND REPORTING CREATES A
LAYERED APPROACH THAT MAKES ARTIFICIAL SEXTORTION HARDER TO ACHIEVE.

CONCLUSION

IN'SUMMARY, THE ALARMING EXTENT TO WHICH GENERATIVE ARTIFICIAL INTELLIGENCE FACILITATES
UNCONSENSUAL SEXUAL CONTENT CREATION DEMONSTRATES NOT ONLY A FUNDAMENTAL SHIFT IN THE MECHANICS OF
SEXTORTION BUT ALSO EXPOSES PREVIOUS CRITICAL GAPS IN EXISTING PRIVACY LAWS AND VICTIM PROTECTIONS.
FORTUNATELY, FEDERAL REGULATIONS, SUCH AS THE TAKE IT DOWN ACT, NOW EXIST FOR REPORTING SUCH INCIDENTS,
AND CURRENT FRAMEWORKS OFFER MEANINGFUL PATHWAYS FOR REMOVAL. FURTHERMORE, THIS PROBLEM AFFECTS
INDIVIDUALS OF ALL GENDERS, NOT JUST WOMEN, AS EVIDENCED BY CASE STUDIES INCLUDING THAT OF ELIJAH
HEACOCK. ARTIFICIAL SEXTORTION — AND ITS DEFINITIVE ABUSE ECOSYSTEM — SPANNING VICTIM EXPOSURE, IMAGE
CREATION, COERCION, IMAGE DISTRIBUTION, SECONDARY COERCION, AND REPETITION — REMAINS A CRITICAL ISSUE
AND CONSEQUENCE OF GENERATIVE ARTIFICIAL INTELLIGENCE THAT SHOULD BE ADDRESSED.

ETHICAL CONSIDERATIONS

HOWEVER, THE PROBLEM OF GENERATIVE ARTIFICIAL INTELLIGENCE BEING WEAPONIZED TO FACILITATE
ARTIFICIAL SEXTORTION SHOULD NOT BE ADDRESSED WITH UNETHICAL NOR ASSUMPTITORY WAYS. FOR EXAMPLE,
CREATING SOLUTIONS THAT ONLY IMPACT WOMEN POSITIVELY, UNDER THE ASSUMPTION THAT ARTIFICIAL SEXTORTION
ONLY IMPACTS THEM. FURTHERMORE, ALL LAWMAKER APPLICATIONS CWHICH WILL BE DISCUSSED SHORTLY IN THIS
RESEARCH PAPER) SHOULD FOLLOW BASIC CONSTITUTIONAL PRINCIPLES, LIKE DUE PROCESS, TO SOLVE THE PROBLEM
OF ARTIFICIAL SEXTORTION IMPACTING ALL SEXES.



APPLICATIONS

THUS, THE APPLICATIONS OF THIS RESEARCH EXTEND BEYOND ACADEMIC SCHOLARSHIP INTO CONCRETE
AVENUES FOR POLICY, EDUCATION, TECHNOLOGY, AND VICTIM SUPPORT. BY BREAKING DOWN ARTIFICIAL SEXTORTION
INTO A DEFINED ABUSE ECOSYSTEM, THIS FRAMEWORK OFFERS LAWMAKERS AND EDUCATORS ALIKE A PRACTICAL TOOL
FOR CRAFTING LEGISLATION AND EDUCATIONAL MATERIAL ADDRESSING EACH STAGE OF THE CYCLE — FROM EXPOSURE
THROUGH COERCION AND DISTRIBUTION — RATHER THAN REACTING ONLY ONCE HARM IS FULLY REALIZED. SUCH A
TARGETED AND TAILORED APPROACH ALLOWS FOR MORE PRECISE STATUTORY LANGUAGE, BETTER ALLOCATION OF
ENFORCEMENT RESOURCES, AND THE CREATION OF REMEDIES PROPORTIONATE TO EACH STAGE OF ABUSE. IN
EDUCATIONAL AND COMMUNITY SETTINGS, THE CASE STUDIES PRESENTED HERE CAN BE ADAPTED INTO
SCENARIO-BASED LEARNING MODULES THAT HELP YOUNG PEOPLE, PARENTS, AND EDUCATORS IDENTIFY WARNING
SIGNS BEFORE AN INCIDENT CONCERNING ARTIFICIAL SEXTORTION ESCALATES.

EMPOWERING POTENTIAL VICTIMS AND BYSTANDERS WITH EARLY-RECOGNITION SKILLS NOT ONLY DISRUPTS
ABUSE CYCLES BUT ALSO FOSTERS A CULTURE OF VIGILANCE AND EMPATHY. THIS PREVENTATIVE EDUCATION IS
ESPECIALLY POWERFUL WHEN COUPLED WITH CLEAR PATHWAYS FOR CONFIDENTIAL REPORTING AND IMMEDIATE
INTERVENTION. FOR TECHNOLOGY PLATFORMS, THE FINDINGS UNDERSCORE THE NEED TO EMBED PSYCHOLOGICAL AS
WELL AS TECHNICAL CONSIDERATIONS INTO CONTENT-MODERATION POLICIES. DETECTION ALGORITHMS MUST BE
PAIRED WITH TRAUMA-INFORMED RESPONSE PROTOCOLS, ENSURING THAT VICTIMS ARE TREATED NOT AS MERE
“FLAGGED CONTENT” CASES BUT AS PEOPLE EXPERIENCING ACUTE HARM. THIS MAY INVOLVE INTEGRATING MENTAL
HEALTH REFERRAL SYSTEMS DIRECTLY INTO TAKEDOWN WORKFLOWS, AS WELL AS OFFERING TRANSPARENCY ABOUT
MODERATION OUTCOMES TO RESTORE VICTIMS’ SENSE OF AGENCY.

FINALLY, THIS WORK LAYS A FOUNDATION FOR INTERDISCIPLINARY COLLABORATION. LEGAL EXPERTS CAN
TRANSLATE THE ABUSE-ECOSYSTEM MODEL INTO ENFORCEABLE STATUTES; TECHNOLOGISTS CAN REFINE DETECTION
AND PREVENTION TOOLS; MENTAL HEALTH PROFESSIONALS CAN GUIDE VICTIM-SUPPORT FRAMEWORKS; AND
POLICYMAKERS CAN ENSURE THAT REFORMS REMAIN BOTH EFFECTIVE AND ETHICALLY BALANCED. RECOGNIZING
ARTIFICIAL SEXTORTION AS SIMULTANEOUSLY A TECHNOLOGICAL, LEGAL, AND HUMAN-RIGHTS CRISIS IS WHAT WILL
ALLOW SOLUTIONS TO TRANSCEND SILOED RESPONSES. BY APPLYING THE INSIGHTS OF THIS RESEARCH IN A
COORDINATED WAY, STAKEHOLDERS CAN BEGIN TO CLOSE THE SYSTEMIC GAPS THAT PERPETRATORS CURRENTLY
EXPLOIT AND MOVE TOWARD A FUTURE IN WHICH EMERGING TECHNOLOGIES ENHANCE HUMAN BEHAVIORS RATHER THAN
DESTROY IT.
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