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ABSTRACT 
The emergence of generative artificial intelligence has transformed online sexual abuse, 

facilitating the creation of non-consensual sexual content with extreme speed and realism. Through 
three case studies—Blaire (QTCinderella), Elliston Berry, and Elijah Heacock—this research paper 
defines the artificial sextortion abuse ecosystem, from initial exposure to coercion and distribution, 



 

 

and its profound psychological consequences, ranging from anxiety and body dysmorphia to, in extreme 
cases, suicide. Likewise, this research paper helps erase artificial sextortion, through methods 
including digital footprint health and reporting mechanisms. 

CONTEXTUALIZATION 
In recent years, the rapid proliferation of generative artificial intelligence has facilitated 

unprecedented and realistic capabilities in image synthesis, text generation, and voice 
creation/replication. Indeed, while these advancements have boosted productivity and innovation 
worldwide, generative artificial intelligence has introduced new areas for exploitation — most 
notably, artificial sextortion. This form of sexual abuse concerns the creation of sexual digital 
content of an individual without their consent, with the use of artificial intelligence, with the 
motivation often being to blackmail, coerce, or publicly shame individuals. In contrast to traditional 
sextortion, which relies on person-generated materials, artificial sextortion thrives on the key fact 
that one does not have to undress to become a victim. And there have already been tens of thousands of 
victims in 2023 alone (1). 

As someone who has informed on one of the FBI’s top 10 most wanted fugitives, along with 
multiple other FBI fugitives, and has attempted suicide because of cyberharassment, I will reiterate 
that I am committed to helping our vulnerable protect themselves, their friends, and their families 
online and offline; I understand and feel what it means to be targeted, isolated, and silenced—and I 
refuse to allow it to happen to others. In this second paper, I will address this topic, along with giving 
tips on how to erase artificial sextortion — victims do not have to go through this topic alone; victims 
can be of any sex, even though some of my sources frame the issue primarily as affecting women — an 
assumption that risks obscuring the full scope of the problem. 

 

THESIS 
The alarming extent to which generative artificial intelligence facilitates unconsensual sexual 

content creation demonstrates not only a fundamental shift in the mechanics of sextortion but also 
exposes critical gaps in existing privacy laws and victim protections. Fortunately, federal regulations 



 

 

now exist for reporting such incidents, and current frameworks offer meaningful pathways for 
removal. Furthermore, this problem does not only affect women. 

abuse ecosystem 
The abuse ecosystem concerning artificial intelligence–based sextortion is not a single-step 

act, but rather a sequence of stages that facilitate exploitation to begin, escalate, and persist. 

Victim Exposure 

The process often begins with victim exposure, where a target's face or body picture is obtained from 
social media profiles, livestreams, old personal blogs, or compromised cloud storage. Sometimes this 
happens through a vulnerability in privacy settings or through leaked images. All suspects have 
motives, including vendettas, harassment, bias, or cyberterrorist goals. (2) 

Image Creation 

Once source images of the victim are in hand, suspects use generative artificial intelligence tools to 
nudify the victim or even create entirely artificially generated scenes. This can be done in minutes, and 
at scale at minimal cost. 

Coercion 

likewise, for many cases, these artificially generated contents become a basis for coercion. Suspects 
may threaten to share them publicly unless their victim complies with their demands for money, actual 
explicit material, or other concessions. Sometimes, these threats are calculated to cause optimal 
social and/or psychological damage. (2) 

Image Distribution 

Regardless of whether coercion occurs, the imagery sometimes enters a distribution phase, this can be 
for many reasons, ranging from demands not being met to a betrayal on the suspect’s behalf. The 
content may be uploaded online to dedicated sextortion sites, anonymous image boards, encrypted 
messaging channels, or even mainstream social media platforms. (2) 

Secondary Coercion 

for other cases, secondary coercion occurs after the image is distributed. Secondary coercion 



 

 

follows the same structure as coercion but with the added pressure that the artificially generated 
image is published. 

Cycle Repetition 

In some cases, this may not happen due to various reasons, like the suspect being apprehended or losing 
interest. However, the cycle may repeat due to factors like suspect interest in harassing the victim, 
receiving greater concessions like finances, or even making the victim commit suicide. (3) 

 

*Indeed, while coercion is a common element in artificial intelligence-based sextortion, cases do 
not always follow the same pattern; this is a rough cycle of a highly complex topic. In some incidents, a 

victim may be targeted only once rather than through repeated contact. 

Legal frameworks 
Incredibly, contrasting to the previous paper of this series, erasing the digital shadows, 

federal frameworks, of which are highly recent, now exist. Until May 2025, no U.S. federal law explicitly 
addressed non-consensual AI-generated sexual content. Victims such as Blaire and Elliston Berry (who 
will be discussed later in this paper), were left relying on inconsistent state statutes of 
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cyberharassment and platform discretion, often with minimal results.  In addition to requiring 
individuals and companies alike to take down artificially generated sextortion content within 48 hours 
(backed by the federal trade commission), the take it down act also penalizes individuals who create 
said content, with up to three years for content affecting minors, and two years for content affecting 
adults (12). By embedding both enforcement through the FTC and criminal penalties through courts, the 
Take It Down Act represents the first comprehensive federal framework against Artificial Sextortion. 

applicable case studY 
Case Study 1: Blaire (QTCinderella), 2023 

One case that relates to this abuse ecosystem is that of Blaire. Also known as “QTCinderella" 
online, she is a live streamer who streams gaming and esports related events. She is recognized for co-
founding the streamer awards and maintaining a large audience on YouTube and Twitch. In or around 
2022, a malicious actor had posted artificially generated sexual content of Blaire, motivated to 
generate revenue based off the content (4); she did not post photos of herself in a sexually explicit 
manner, illustrating the fundamental shift with artificially generated content. When Blaire attempted 
to take down the content, it did not work and continued to circulate across the internet. And legally, 
she was unable to act due to a lack of existing federal legal frameworks then (5), which mirrors poor 
legal frameworks aimed at responding to artificial sextortion and its broader themes of sexual abuse. 

With that said, Blaire’s case reflects an example of artificial sextortion attacking personal 
identity; When Blaire discovered this content — it took a toll on her psychologically and had reported 
experiencing dysmorphia because of this incident (4), illustrating how this form of sexual abuse does 
not merely humiliate but can traumatize one’s relationship with their self-image. Furthermore, this is 
consistent with mirroring the artificial sextortion abuse ecosystem: once images are distributed, the 
harm continues regardless of whether coercion occurs; In Blaire’s case, the psychological trauma 
stemmed not from repeated extortion demands but from the enduring existence of non-consensual 
content in circulation, ultimately circling back to artificial sexual abuse attacking personal identity. 

*Although Blaire’s case does not involve sextortion per se, the themes of sexual abuse remain 
applicable and support the broader thesis of this paper. 



 

 

Case Study 2: Elliston Berry, 2023 
 In a similar case that did not directly have artificial sextortion yet had artificial intelligence 
driven sexual abuse, Elliston berry had sexual content generated of her by suspects and had suffered 
from the offending parties receiving minimal sanctions. On October 2, 2023, reports surfaced from a 
friend of hers that images of herself had been circulated across social media platforms and private 
messaging channels without her consent (8). Despite the clear violation of privacy, the grave harm to 
Berry’s reputation (this circulated throughout her entire school (7)), and multiple efforts to get 
snapchat to remove the photos, snapchat did not remove the photos until months later. Likewise, 
authorities issued relatively minor sanctions to the suspect (6), highlighting persistent gaps in legal 
frameworks designed to address these kinds of cases, as mentioned in case study one. 

Psychologically, similarly to Blaire, Berry reported significant distress, including anxiety and 
hypervigilance because of the persistent circulation of these images (6), reflecting an example of the 
AI abuse ecosystem: harm is not contingent on repeated extortion or coercion but arises from the 
enduring existence and visibility of non-consensual content. Berry’s experience mirrors aspects of 
Blaire’s case in that the legal system was not fully equipped to provide adequate remedies, and the 
victim’s personal identity and sense of security were materially affected. However, thanks to Blaire’s 
activism, the “take it down act” was facilitated and passed, reflecting an example of systems that are 
now in place to address future cases. 

*Although BERRY’s case does not involve sextortion per se, the themes of sexual abuse remain 
applicable and support the broader thesis of this paper. 

Case Study 3: Elijah Heacock, 2025 

 However, Elijah Heacock was not as fortunate as Elliston Berry. Unlike the previous two cases, 
this was a direct case of artificial sextortion. In February 2025, Heacock, a 16-year-old Kentucky 
teenager, was targeted by multiple suspects who used generative artificial intelligence to create 
explicit images of him and then threatened to release them unless he complied with demands. Reports 
indicate that the perpetrators coerced him with threats, pushing for both monetary concessions 
($3,000) (9). In contrast to Blaire or Berry, who endured the lasting circulation of content without the 
element of extortion, Heacock experienced the direct cycle of the abuse ecosystem — from victim 
exposure to image creation, to coercion. Tragically, Heacock’s case ended in his suicide (9). His death 
reflects of the most devastating consequence of artificial sextortion: that psychological damage and 
coercion can overwhelm victims, and result in their suicide. Whereas Blaire and Berry’s experiences 
highlighted gaps in the legal system and the enduring harm of non-consensual content, Heacock’s case 



 

 

demonstrates how artificial sextortion can escalate fatally, weaponizing shame and fear to the point 
of destroying a victim’s life. 

This case ties directly to the thesis that generative artificial intelligence has fundamentally 
altered the mechanics of online sexual abuse while exposing critical shortcomings in legal 
frameworks and victim protections at the time; Heacock did not have to undress to become a victim of 
artificial sextortion. Heacock’s experience exemplifies the absence of robust legal and institutional 
safeguards — not only was he unable to rely on effective takedown mechanisms or legal recourse, but 
the cycle of coercion progressed unchecked until it ended with irreversible consequences. His case 
illustrates the urgency of strengthening federal frameworks, expanding victim resources, and 
addressing psychological harm as a central element of artificial sextortion policy. However, it is 
paramount to note that the Take It Down Act was signed in May 2025, several months after Heacock’s 
suicide in February 2025. Therefore, assuming this law could have prevented his death risks 
oversimplifying the systemic failures that left him vulnerable. 

 

Case study table 
 in sum, here is the table comparing each case with its outcome, law invoked, and policy impact. 

Case Perpetrator Outcome Law invoked Policy impact 

CASE 1 

Minimal sanctions: website 
taken down, yet no criminal 

charges levied against 
suspect. 

n/a 

Raised concerns and advocacy 
for stricter regulations 

concerning artificially 
generated abuse. 

CASE 2 
Minimal sanctions; 

probation. 

Local 
harassment 

statutes 

Direct advocate for President 
Donald john trump and 

respective lawmakers to sign 
the take it down act; in other 

words, this case facilitated the 
take it down act. 

CASE 3 None known. n/a 

Raised concerns and advocacy 
for stricter regulations 

concerning artificial 
sextortion and its broader 

theme in Kentucky. 
 

 



 

 

psychological impact 
Nevertheless, the psychological impact that artificial sextortion can have on victims is 

profound. Beyond reputational or concessional losses, this form of abuse strikes at a victim’s core 
self-sense. As reported in the case studies, Victims often report feelings of shame, humiliation, 
hypervigilance, and social withdrawal, as their personal identity becomes entangled with non-
consensual content circulating online. In some cases, it leads to long-term trauma, including body 
dysmorphia, as mentioned with Blaire. Furthermore, the psychological impact it can have on one is 
suicidal ideation, as referenced in Heacock’s case. 

 

Hierarchy OF Psychological IMPACT FROM Artificial SEXTORTION 

AI sextortion prevention 
Fortunately, there are indeed ways to mitigate artificial sextortion. Firstly, one thing that one 

can do is to monitor all privacy settings across all of one’s devices and apps (10), and limit who can see 
one’s personal photos (personal photos make artificial sextortion easier). Furthermore, secure 
accounts using appropriate two factor authentication, practicing cyberprivacy (not sharing 
passwords) and using strong passwords, whilst limiting sharing of personal data. Likewise, ensure all 
devices are regularly updated to avoid security vulnerabilities and avoid clicking on malicious-like 
hyperlinks or applications. 

However, in the worst-case scenario that one does get sextorted, do not delete messages and 
graph all content. Coming from personal experience, having a paper trail of evidence makes reporting 
to law enforcement easier (11). Furthermore, create a complaint at the URL https://complaint.ic3.gov, 
ensuring to compile all graphs and all information one can find on the suspect. An individual should not 
respond, entertain, or negotiate with the suspect. Likewise, offer support and resources to the 
greatest extent to one who are victims – and encourage them to come out – victims will not get in 

shame anxiety

body 
dysmorphia

or
depression

suicidal 
ideation

https://complaint.ic3.gov/


 

 

trouble for coming out and reporting their sexual abuse. Indeed, while no single strategy can eliminate 
artificial sextortion and its effects completely, combining individual vigilance and reporting creates a 
layered approach that makes artificial sextortion harder to achieve. 

 

Conclusion 
In summary, the alarming extent to which generative artificial intelligence facilitates 

unconsensual sexual content creation demonstrates not only a fundamental shift in the mechanics of 
sextortion but also exposes previous critical gaps in existing privacy laws and victim protections. 
Fortunately, federal regulations, such as the Take It Down Act, now exist for reporting such incidents, 
and current frameworks offer meaningful pathways for removal. Furthermore, this problem affects 
individuals of all genders, not just women, as evidenced by case studies including that of Elijah 
Heacock. Artificial Sextortion – and its definitive abuse ecosystem – spanning victim exposure, image 
creation, coercion, image distribution, secondary coercion, and repetition – remains a critical issue 
and consequence of generative Artificial Intelligence that should be addressed. 

ethical considerations 
However, the problem of generative artificial intelligence being weaponized to facilitate 

artificial sextortion should not be addressed with unethical nor assumptitory ways. For example, 
creating solutions that only impact women positively, under the assumption that artificial sextortion 
only impacts them. Furthermore, all lawmaker applications (which will be discussed shortly in this 
research paper) should follow basic constitutional principles, like due process, to solve the problem 
of artificial sextortion impacting all sexes. 



 

 

applications 
Thus, the applications of this research extend beyond academic scholarship into concrete 

avenues for policy, education, technology, and victim support. By breaking down artificial sextortion 
into a defined abuse ecosystem, this framework offers lawmakers and educators alike a practical tool 
for crafting legislation and educational material addressing each stage of the cycle — from exposure 
through coercion and distribution — rather than reacting only once harm is fully realized. Such a 
targeted and tailored approach allows for more precise statutory language, better allocation of 
enforcement resources, and the creation of remedies proportionate to each stage of abuse. In 
educational and community settings, the case studies presented here can be adapted into 
scenario‑based learning modules that help young people, parents, and educators identify warning 
signs before an incident concerning artificial sextortion escalates. 

Empowering potential victims and bystanders with early‑recognition skills not only disrupts 
abuse cycles but also fosters a culture of vigilance and empathy. This preventative education is 
especially powerful when coupled with clear pathways for confidential reporting and immediate 
intervention. For technology platforms, the findings underscore the need to embed psychological as 
well as technical considerations into content‑moderation policies. Detection algorithms must be 
paired with trauma‑informed response protocols, ensuring that victims are treated not as mere 
“flagged content” cases but as people experiencing acute harm. This may involve integrating mental 
health referral systems directly into takedown workflows, as well as offering transparency about 
moderation outcomes to restore victims’ sense of agency.  

Finally, this work lays a foundation for interdisciplinary collaboration. Legal experts can 
translate the abuse‑ecosystem model into enforceable statutes; technologists can refine detection 
and prevention tools; mental health professionals can guide victim‑support frameworks; and 
policymakers can ensure that reforms remain both effective and ethically balanced. Recognizing 
artificial sextortion as simultaneously a technological, legal, and human‑rights crisis is what will 
allow solutions to transcend siloed responses. By applying the insights of this research in a 
coordinated way, stakeholders can begin to close the systemic gaps that perpetrators currently 
exploit and move toward a future in which emerging technologies enhance human behaviors rather than 
destroy it. 
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